Impacted UPS Store Center Address

10645 N TATUM BLVD STE 200
500 N ESTRELLA PKWY STE #B2
5402 E LINCOLN DR

3800 W STARR PASS BLVD

1608 W CAMPBELL AVE

25A CRESCENT DRIVE

3419 E CHAPMAN AVE

3230 ARENA BLVD STE 245

3124 S PARKER RD #A2

5910 S UNIVERSITY BLVD STE C-18
12081 W ALAMEDA PKWY

35 E MAIN ST

1131 TOLLAND TPKE STE O

1400 VILLAGE SQUARE BLVD #3
2910 KERRY FOREST PKWY D4
1353 RIVERSTONE PKWY STE 120
1029 PEACHTREE PKWY N

2700 BRASELTON HWY Ste #10
6361 TALOKAS LN, STE C140
6700 N LINDER RD STE 156A
2033 N MILWAUKEE AVE

276 E Deerpath Rd

17732 HIGHLAND ROAD STE G
10816 TOWN CENTER BLVD

217 PARAGON PKWY

2217 MATTHEWS TOWNSHIP PKWY
1639 US HWY 74A BYPASS

6409 FAYETTEVILLE RD STE 120
387 15THSTW

4089 S 84TH STREET

1385 HWY 35

201 STRYKERS RD STE 19

1409 Marlton Pike RTE 70 E STE 168
561 KEYSTONE AVE

2657 WINDMILL PKWY

7435 S EASTERN AVE STE 105
5575 SIMMONS ST UNIT 1

2316 DELAWARE AVE

2520 VESTAL PKWY E STE 2

420 S RIVERSIDE AVE

829 BETHEL RD

1006 W TAFT STREET

322 MALL BLVD

512 NORTHAMPTON ST

2601 S MINNESOTA AVE STE 105

1138 N GERMANTOWN PKWY STE 101

115 PENN WARREN DR #300

2201 LONG PRAIRIE STE 107

5605 FM 423 STE 500

3445 SEMINOLE TRAIL (RTE 29 N)
1400 W WASHINGTON ST STE 104

Phoenix
Goodyear
Scottsdale
Tucson
Campbell
Pleasant Hill
Orange
Sacramento
Aurora

Greenwood Village

Lakewood
Avon
Manchester
Tallahassee
Tallahassee
Canton
Peachtree City
Dacula
Columbus
Meridian
Riverwoods
Lake Forest
Baton Rouge
Dunkirk
Clyde
Matthews
Spindale
Durham
Dickinson
Omaha
Middletown
Lopatcong
Cherry Hill
Reno
Henderson
Las Vegas
North Las Vegas
Buffalo
Vestal

Croton On Hudson

Columbus
Sapulpa
Monroeville
Edwardsville
Sioux Falls
Cordova
Brentwood
Flower Mound
Frisco
Charlottesville
Sequim

AZ
AZ
AZ
AZ
CA
CA
CA
CA
CO
CO
CO
CT
CT
FL
FL
GA
GA

NV
NY
NY
NY
OH
OK
PA
PA
SD
TN
TN

X
VA
WA

85028
85338
85253
85745
95008-1535
94523
92869
95834
80014
80121-2879
80228
6001
06042-1679
32312-1231
32309
30114-5622
30269-4210
30019-3207
31909
83642
60015
60045
70810-3813
20754-3008
28721
28105-4819
28160
27713
58601
68127
7748

8865

8034
89503
89074
89123
89031
14216
13850
10520-3029
43214-1903
74066
15146-2229
18704
57105
38016
37027-5054
75022
75034
22911-7593
98382-7242

Malware Secure
Intrusion Date  Transactions Date

4/29/2014 8/11/2014
1/26/2014 8/11/2014
1/26/2014 8/11/2014
1/26/2014 8/11/2014
7/1/2014 8/11/2014
4/29/2014 8/11/2014
4/29/2014 8/11/2014
4/29/2014 8/11/2014
3/26/2014 8/11/2014
4/29/2014 8/11/2014
4/29/2014 8/11/2014
3/28/2014 8/11/2014
7/1/2014 8/11/2014
1/20/2014 8/11/2014
1/20/2014 8/11/2014
4/29/2014 8/11/2014
4/29/2014 8/11/2014
4/29/2014 8/11/2014
1/26/2014 8/11/2014
4/29/2014 8/11/2014
7/1/2014 8/11/2014
3/26/2014 8/11/2014
4/29/2014 8/11/2014
4/29/2014 8/11/2014
4/29/2014 8/11/2014
4/29/2014 8/11/2014
7/1/2014 8/11/2014
4/29/2014 8/11/2014
3/26/2014 8/11/2014
7/1/2014 8/11/2014
4/29/2014 8/11/2014
4/29/2014 8/11/2014
4/29/2014 8/11/2014
4/29/2014 8/11/2014
7/1/2014 8/11/2014
7/1/2014 8/11/2014
4/29/2014 8/11/2014
4/29/2014 8/11/2014
4/29/2014 8/11/2014
4/29/2014 8/11/2014
4/29/2014 8/11/2014
4/29/2014 8/11/2014
7/1/2014 8/11/2014
4/29/2014 8/11/2014
7/1/2014 8/11/2014
4/29/2014 8/11/2014
4/29/2014 8/11/2014
4/29/2014 8/11/2014
4/29/2014 8/11/2014
4/29/2014 8/11/2014
4/29/2014 8/11/2014



